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FIG. 8 



B IS SET AS CHARACTERISTIC, a AND b ARE 
SET AS COEFFICIENTS OF ELLIPTIC CURVE 
ty? = x3+ax + W, G IS SET AS THE BASE POINT 
ON ELLIPTIC CURVE, r IS SET AS THE ORDER 
OF 6, K s \S SET AS PRIVATE KEY, AND G 
AND K s x G ARE SET AS PUBLIC KEYS. 



S2 



CALCULATE f = Hash(M) 



S3 



GENERATE RANDOM NUMBER u (0<u<r) 



S4 
S5 



CALCULATE V = uxG = (X v , Y v ) 



CALCULATE Vc = X v mod r 



S6 



< 



c = 0? 



S7 



\YES_ 





f NO 


CALCULATE d = [(f +cKs)u] mod r 


S8 > 3 





S9 



NO 



SET c AND d AS SIGNATURE DATA 



10/28 




m 



52 

LL 




2 
O 
Q 
Z 

HOC 

§cc 

tTUJ 
UJCO 



CD: 



UJ 

I I 

cog cc 




UJUJ -o< <co 
Q>CC0COQ 







5 




Q 


-AB 


-BA 




SEND Rb 1 1 


SEND Token 


SEND Token - 


DETERMINE 
AS SESSION 




r 


3 


r 



LUCE 



CD 1 



<0C< j5 
OCUJ | 
UJCO 

<ULU 



If 

OQ< 
UJZ .0 
Q < DC 




DATATYPE 


UCPTYPE 


UCP EFFECTIVE PERIOD 


CONTENT ID 


CONTENT PROVIDER ID 


UCP ID 


UCP VERSION 


AREA CODE 


USABLE DEVICE CONDITIONS 


USABLE USER CONDITIONS 


SERVICE PROVIDER ID 


UCP GENERATION MANAGEMENT INFORMATION 1 301 


Nl IMRFR OF SFOONDARY DFI IVFRIFS 1302 


NUMBER OF RULES 


RULE ADDRESS 


RULE 1 


RULE NUMBER 


RIGHT-OF-USETYPE 


RIGHT-OF-USETYPE SALES PRICE 


CONTENT PROFIT DISTRIBUTION INFORMATION 


DATA SIZE 


a 
* 


■ 
■ 
■ 


■ 
■ 

■ 


RULEN 


RULE NUMBER 


RIGHT-OF-USETYPE 


RIGHT-OF-USETYPE SALES PRICE 


CONTENT PROFIT DISTRIBUTION INFORMATION 


DATA SIZE 


■ 
■ 


(WHETHER SIGNATURE HAS BEEN VERIFIED) 


PUBLIC KEY CERTIFICATE 


SIGNATURE 



14/28 



FIG. 14 



1401 



DATATYPE 



PRICE INFORMATION TYPE 



PRICE INFORMATION EFFECTIVE PERIOD 



CONTENT ID 



SERVICE PROVIDER ID 



PRICE INFORMATION ID 



PRICE INFORMATION VERSION 



AREA CODE 



USABLE DEVICE CONDITIONS 



USABLE USER CONDITIONS 



CONTENT PROVIDER ID 



UCP ID 



NUMBER OF RULES 



RULE ADDRESS 



RULE NUMBER 



RULE 1 



CONTENT PROFIT DISTRIBUTION INFORMATION 
PRICE 



DATA SIZE 



RULE NUMBER 



CONTENT PROFIT DISTRIBUTION INFORMATION 



RULEN 



PRICE 



DATA SIZE 



(WHETHER SIGNATURE HAS BEEN VERIFIED) 



PUBLIC KEY CERTIFICATE 



SIGNATURE 




15/28 



O 

00 
CM 



ZD (3 

o< 



o 

i — ~Zi 
co< 
zm 



CO 

O CM 

I- 

^ CD 









CVJ 




CO- 


1— 


co- 


<i 


CM 




C\J 


CCO 




CCO 




LLIO 




LUO 




CO 0 




CO 0 




I3< 




=>< 





LU LU 2E 

(TOO 
LUDC O 
CO Q_ <£ 



CO 

00 -H 

CVJ 



o 

E>-§ 
>_iQo 



LuCO 
COLU 

<o 

CC LU 
H-CC 



O 
CVJ 



LO 

CD 



lDcq 
00 
UJO 

CC _i 



LU 
> 



coO^ 

DC O LU 
h- < —I 



A 



o 

CC UJ 

<cbz 

LU ^ 
_JUJ 

00 



vz 



CD CQ~\ 
UJ Q LU Q * 

^r\^LU<CLU 

DC I— pZ<GC< 
LU^h- ^LU2I 



UJ 

> 

LU 

OO 
LUO 



LU m 
OO 

y-!o 

CC __l 



o 

CM 



zoz 
oujO 

0 



O 
LO~ 



<o 

coo 



DC 
LU LU 

OQ 

LUDC 
CODL 



<o 

COO 



CO 




CO 


CO 


LO 

-5 — 


LO 








A 










LU 
> 






LU 
LU 


LU ^ 






O 


OO 








LU O 






UJZ 


CCZj 






CO<DQ 



o 



V 



OLu 



o 

LU 

try 

LU> 
CO LU 
30 



DC 
LU 



CM 
CO 
LO 



o 

<o 

CO o 



qLUO 



o 
> 

LU 
O 

DC 
LU 
CO 



OID 
LU^ 



CO. 
LO 



LU< 
CD 

CO 



^0 



UJ ^ 

<o 

coo 



CM 

-^co 

LO 



LO CM 
1- LO. 
LO 



<o 

CO o 



LU 
> 

UJ CD 
OO 

LUO 
DC _J 



CO 
„ LO 
LO 



UJ 
H- 

Olu 

O^ 



CO 
UJ 
O 

> 
LU 
O 

DC 
LU 
CO 



Oh 

0=) 

£>- 

o^ 
Ho 



LU CO 

o 

CO 



co 0 



LU 



> o 



00 



COO 



0 



o 

C\J 
LO 



CVJ 
LO 



LO 
LO 



CVJ 
LO 
LO 




16/28 



FIG. 16 



DATATYPE 



UCSTYPE 



UCS EFFECTIVE PERIOD 



CONTENT ID 



ALBUM ID 



ENCRYPTION PROCESSING UNIT ID 



USER ID 



CONTENT PROVIDER ID 



UCPID 



UCP VERSION 



SERVICE PROVIDER ID 



PRICE INFORMATION ID 



PRICE INFORMATION VERSION 



UCS ID 



RULE NUMBER OF RIGHT OF READ 



RIGHT-OF-TYPE NUMBER 



REMAINING NUMBER OF READS 



RIGHT-OF-READ EFFECTIVE PERIOD 



RULE NUMBER OF RIGHT OF COPY 



RIGHT-OF-USETYPE NUMBER 



REMAINING NUMBER OF COPIES 



UCS GENERATION MANAGEMENT INFORMATION 1J01 



NUMBER OF UCS SECONDARY DELIVERIES 1602 



ENCRYPTION PROCESSING UNIT ID PROCESSING 
RIGHT OF READ 



17/28 

FIG. 17 

1701 

L 

DATATYPE 

ENCRYPTION PROCESSING UNIT ID 

USER ID (PAYER) 

CONTENT ID 

CONTENT PROVIDER ID 

UCP ID 

UCP VERSION 

SERVICE PROVIDER ID 

PRICE INFORMATION ID 

PRICE INFORMATION VERSION 

UCS ID 

RULE NUMBER 

PROFIT AMOUNT/PROFIT RATE OF CONTENT PROVIDER 
PROFIT AMOUNT/PROFIT RATE OF SERVICE PROVIDER 
PROFIT AMOUNT/PROFIT RATE OF OTHER ORGANIZATIONS 

UCP GENERAL MANAGEMENT INFORMATION 1702 
SETTING INFORMATION DATA SIZE OF CONTENT PROVIDER 

SETTING INFORMATION OF CONTENT PROVIDER 
SETTING INFORMATION DATA SIZE OF SERVICE PROVIDER 
SETTING INFORMATION OF SERVICE PROVIDER 

RECEIVED DATA 

SERIAL NUMBER 

SUPPLIER ID 




18/28 




00 







A 


\ 


I 






LU 


o 






CO 


DC 






< 
CO 
















§ i 


0=> 




V 





C\J 
00 



LO 

00 



oo 



ID 

pco 
a_ co 
>- lu 
ceo 
OO 

LUO. 



LuOg 

IDCO|— 
Q-OIXI 



< 
O 



o; 
o: 



& 10 
oo co 



CD 
21 

Q 
< 
LU 

cr 



DC 

^ LU 
^i-COCOO 



CO 
00 



00 
00 



CO 

o 

ME 

CO 



LU 



CD " 



LU 
H- 

O 

o 

^ LU 



O 

cc 



- LU 



O; 

luh-^: 



oo 
oo 
oo 



CO- 
DC 
O 

LU 



CO 
CO 
LU 

Biz: 

DC - 
CL ZD 



O 

DC 
O 



^O 
LU— : 



co lu ; 



DQ r- 



f O 

§^0 OCLUQp 
jf^<|— «LU LUC02:b^ 
!=y GO CO ^ ^ OZD<S 



O 
O 



00 



C\J 
CO 
00 



o 



CO 
CVJ 
00 



CVJ 
00 



2_r> 



02<Qz 



a 
:z: 

Q 
< 
LU 

CC 

I 



N CVI 
00 



CVJ 
CM 
00 



CVJ 

oo 



2:0 
^pco 

< Q_ CO 

CO>LU 
DCO, 
OOi= 

2:dc^: 

LUQ.D 



o < 

^LU 2 

tt!o 0 
5> p 

5^0 CCLUOg 
rg<h- toLU luco^:^ 
^COCO^ ^ O 



>o 

CD 
LU ZD 



3 as 



^ LU 

DCO^ 



00 

^evj 

00 



co 3cocoo 



cm/ 
00 



cog 

DC COO/tj^ 

Q 5ES0 

3-^CO<v^ 



o 

,CVJ 




19/28 



FIG. 19 
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